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Introduction, scope and objective

The LafargeHolcim’s General Data Protection
Policy is an integral part of the LafargeHolcim
Directive landscape. This policy should be read
in close conjunction with the LafargeHolcim
policies and directives.

1.1.

1.1

Applicability of this General Data

Protection Policy

LafargeHolcim Ltd and its consolidated
affiliated group companies

This General Data Protection Policy
applies to all officers, directors and
employees of all grade and levels, and
other staff, including temporary or contract
staff, trainees, secondees and consultants
(together "LafargeHolcim Staff) of the
LafargeHolcim Ltd and its consolidated
affiliated group companies
(“LafargeHolcim” or the “Group”)

LafargeHolcim Staff ~ must  make
themselves familiar with and fully comply
with this Policy when engaging in any data
protection activities.
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1.

LafargeHolcim

BBenoeHune, obnactb gencTteus
M uenb

Monntnka «OGwWme npaBuna  3awWwmThl
JaHHbIX» LafargeHolcim aBnsieTcq
HeoTbeMemMomn yacTblo Komnnekca

avpektus LafargeHolcim. 3ty aupektuBy
crnegyeT paccmaTtpuBaTb B TECHOW CBS3M

C nonuTMKamm " AnpeKkTMBaMmu
LafargeHolcim.
1.1. NMpumeHUmoOCTb HacTosiwen

Monutukn «O6WMe npaBuna 3awmThbl
BaHHbIX»
1.1. LafargeHolcim Ltd
N KOHCONUANPOBAHHbIE
adpdunupoBaHHbIe KOMAaHUM rpynnbl

HacTtosawas Monuntuka «Obuwue
npasuna 3awmTbl AaHHbLIX» NPUMEHUMa
KO BCEM  [OOIDKHOCTHbIM  fvuam,
OupekTopaMm UK COTpPyAHMKaM  BCeX
pa3psioB M YPOBHEN, @ TAKKE K OPYroMy
nepcoHany, BKIOYas BPEMEHHbIA UNu
BHELITATHLIN  MepcoHasn, YYEeHUKOB,
KOMaHOupyeMmbIx COTPYLHUKOB n
KOHCynbTaHTOB (ganee — «[llepcoHan
LafargeHolcim»)

N KOHCONMANPOBAHHbIX
adUNNpPoBaHHbIX KOMMaHWUM rpynnbl

(nanee — LafargeHolcim unm
«pynna»).
MNepcoHan LafargeHolcim  pgomxeH

03HaKoOMUTbCA ¢ HacTosuwen MNonutukon
W NOMHOCTbIO ee cobngaTe npu
BbINOMHEHUM nNOObLIX AENCTBUA  No
3alluTe AaHHbIX.
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1.2.

1.3.

1.2.

Associated Companies/ Joint Ventures

In associated companies or joint ventures
where LafargeHolcim does not exercise
equity or management control, the
responsible Group Executive Committee
Member will establish that the associated
company or joint venture is aware of this
Policy and will encourage its adoption or at
least essentially equivalent standards by
such associated company or joint venture.

Third Parties

This Policy should also be made binding
for LafargeHolcim’s suppliers, service
providers, other business partners and
third parties to the extent they perform
data processing services for
LafargeHolcim. Appropriate provisions
should be incorporated into any service,
contractor or other agreements with such
third parties.

Content in scope

This Policy sets the overarching framework of

LafargeHolcim's data protection

rules and

procedures. It should be read in conjunction
with LafargeHolcim's other relevant policies,
guidelines and procedures relating to data
protection and data security matters as detailed
in Annex 2 to this Policy.
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1.2. AccouunmpoBaHHble KoMnaHuu/
COBMECTHbIE NPeAnpuUaATUsS

B aCcCoLUMNPOBaHHbIX KOMMaHMsAX
W COBMECTHBIX npeanpuaTUsix,
B OTHOWeEHMM KkoTopbix LafargeHolcim
He OCyLLEeCTBMSIET KOHTPOIb B KayecTBe
COBCTBEHHMKA  WMNW  PYKOBOAMTENS,
OTBETCTBEHHbIN yneH
WcnonHutensHoro komuteta [pynnbl
yCTaHaBnMBaeT, YTO accouMMpoBaHHas

KOMMaHus unm COBMECTHOE
npeanpusitue 0OCBEOMIEHbI
O HacTosLLen Monuntuke,

N CNocoBCTBYET MPUHATUIO HACTOSILLEN

MonuTtnke unm Kak MUHUMYM
B CYLLECTBEHHOM cTenexHn
pPaBHOLLEHHbIX cTaHgapToB
COOTBETCTBYIOLLEN  aCCOLMMPOBAHHOMN
KOMNaHven unm COBMECTHbIM
npeanpusiTuem.

1.3. TpeTbu nuua

Hactoswaa lNonutuka Takke AOMKHa
ObiTb 0b6sizaTenbHa [ANA WUCMNOMHEHWA
nocTaBsLLMKamMK TOBapOB,
nocTasLLMKamu ycnyr, apyrumu
penoebiMu napTHepamu LafargeHolcim
U TpeTbMMM  NUUaMW, €Crlvh OHU
okasbiBatoT LafargeHolcim ycnyrm no
06paboTke OaHHbIX. B cornaweHuns o6
OKasaHuM ycryr, OOroBopbl noapsga
N UHbIE COrnaLleHus C TakuMm TPETbUMHU
nMuamn - OOSMKHbl - ObiTb  BKIHOYEHDI
Haanexallune nonoxeHusl.

1.2. CopepxaHue NMNonutukun

Hactoswaa [llonutuka  ycTtaHaBnueaet
BCEOOBEMMIOLLYIO CTPYKTYPY npasun
n npouenyp LafargeHolcim no 3awwute
JaHHblX. HacTtosawyw [dupektuBy cnegyet

paccmatpuBaTb COBMECTHO C  Apyrumu
COOTBETCTBYHOLLMMU NOoNTINTUKaMWN,
pykoBoACTBamu " npoueaypamu

LafargeHolcim, cBa3aHHbIMM C 3awWuTOM
n obecneyeHnem ©0e30NacCHOCTU [OaHHbIX,
yKkasaHHbIMK B [punoxeHun 2 Kk HacTosiLen
Monuntuke.
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The Policy defines and explains the rules and
principles applied by LafargeHolcim when
processing personal data of our employees,
customers and any other individuals who are in
contact with us. It describes how we collect and
process personal data and which procedures
we have in place to protect and safeguard such
personal data.

2. Policy Principles

2.1. Fair processing principles

Personal data shall always be:

a) processed lawfully, fairly and in a
transparent manner in relation to the data
subject  (lawfulness, fairness and
transparency);

b) collected for specified, explicit and
legitimate purposes and not further
processed in a manner that is incompatible
with those purposes (purpose limitation);

c) adequate, relevant and limited to what is
necessary in relation to the purposes for
which they are processed (data
minimization);

d) accurate and, where necessary, kept up to
date; inaccurate data, having regard to the
purposes for which they are processed,
should be erased or rectified without delay
(accuracy);

e) stored only as long as necessary for the
purposes for which they are processed or
otherwise permitted or required by
applicable law (storage limitation); and
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MonuTuka onpegensieT W pasbsiCHSET
npaBuna W MPUHLMUMBLI,  NPUMEHsIEMble
LafargeHolcim npu obpaboTtke
nepcoHarbHbIX OaHHbIX €€ COTPYyOHWUKOB,
3aKa3dnkoB U NOBbIX ApYrMx OU3NYECKmX
1L, KOTOPble KOHTAaKTUPYT C  HaMW.
Monutuka onucbiBaeT, Kak Mbl cobupaem
n obpabatbiBaeM MnepcoHanbHble OaHHble,
M Kakme npouenypbl y Hac MUMeEKTCA Ond
3aLWUTbI TAKUX NepPCOoHarbHbIX AaHHbIX.

2. MNpwvHumnbl MonuTtukn

2.1. MpuHUMNBLI cnpaBegnMBON
o6paboTku

MepcoHarnbHble AaHHble AOMKHbI Bceraa:

a) obpabaTtbiBaTbCS Ha 3aKOHHbIX
OCHOBaHWUsIX, cnpaBefnvBo
N NPO3PayHO NO OTHOLLEHUIO K CYyObeKTY
AaHHbIX (SaKOHHOCTb, cnpaesegnmBoCTb
N NPO3pPayHOCTb);

b) cobupatbcsi B  yKasaHHbIX  SIBHbIX
W 3aKOHHbIX Lenax n obpabatbiBaTbes
NCKMIOYUTENBHO crnocobowm,
COOTBETCTBYIOLLMM 3TUM uensm
(ueneBoe orpaHunyeHue);

C) OblITb AOCTaTOYHbIMW, pPEneBaHTHbIMU
N OorpaHnyYnBaThHCS ob6beMoM,
HeobXOAMMbIM  C y4eTOM Uuenen  ux
o6paboTkn  (MUHMMU3aUMA obbema
OaHHbIX);

d) ObiTb TOYHBIMM U NpPU HEOBXOOAMMOCTU

00OHOBNATHLCS; HEeTO4Hble AaHHble
HeobxoaMMo He3amMmeaOJsiMTesibHO
6e3BO3BpaTHO yoandaTtb mnn

ucnpaensaTb C  y4eToM Uenen ux
06paboTkM (TOYHOCTD);

€) XpaHUTbCA TOMbKO B TEYEHMEe CpOKa,
HeobxooMMOro € Yy4yeToM Uuenem ux
obpabotkm  unn  uHbIM  0bBpasom
pa3peLleHHOro unu Tpebyemoro
B COOTBETCTBUU c NPUMEHUMbIM
3aKOHO4ATENbCTBOM (orpaHunyeHune
CpoKa XpaHeHus).
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f)  protected against unauthorized or unlawful
processing and against accidental loss,
destruction or damage, using appropriate
technical or organizational measures
(integrity and confidentiality).

2.2. Legal grounds

Personal data must be processed on the basis
of the valid legal grounds. Valid legal grounds
are given if and to the extent any of the
following conditions applies:

a) The consent of the data subject has been

obtained.

b) Processing is necessary for
LafargeHolcim to comply with a legal
obligation.

¢) Processing is necessary for

LafargeHolcim to perform a task carried
out in accordance with the legislative
requirements or in exercise of official
authority vested in us.

d) Processing is necessary for
LafargeHolcim to perform or enter into
a contract with the data subject.

e) Processing is necessary for
LafargeHolcim to protect the vital interests
of a data subject or another person.

f)  Processing is necessary for the purposes
of legitimate interests pursued by
LafargeHolcim or a third party unless there
are overriding interests, rights or freedoms
of the data subject.
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f)  ObITb 3awuileHbl C MCNONb30BaHWEM

Haanexawmx TEXHUYECKNX unm
OpraHn3aumOHHbIX mep oT
HEeCaHKLMOHMPOBAHHOM unum
He3aKoOHHOW 00paboTkn © criyvyanHom
yTpaTsl, YHUYTOXEHMSA nnm
noBpeXaeHUst (uenocTHoCTb

N KOHMAEHUMANBHOCTB).

2.2. NpaBoBbLIe OCHOBaHUSA

[MepcoHanbHble OaHHble OOJDKHBbI
obpabaTtbiBaTbCs Ha  OEeWCTBUTENbHbIX
NpaBoOBbIX OCHOBaHWAX. [leNcTBUTENbHbIE
NpaBoBblE OCHOBaHMS MMEKTCA B Tex
criyyasix M B TOW Mepe, B KOTOpbIX
NPUMEHUMbI Kakne-nmbo 13 HUKeyKasaHHbIX
YCrOBUWIA:

a) Obino nonydeHo cornacue cybbekTa
OaHHbIX;

b) obpaboTka Heobxogmma LafargeHolcim
ans cobntoaeHus npaBoBOro
0b6s13aTensLCTBa;

c) obpaboTka Heobxoauma LafargeHolcim
ans BbINOSHEHUS 3agauu,
obycnoBneHHon TpebosaHnaMM
OEVCTBYIOLLIErO 3aKOHOA4ATENbCTBA, Unn
B pamkax peanu3auuu
NpefoCTaBneHHbIX HaM ouLManbHbIX
NOMHOMOYUIA;

d) obpaboTtka Heobxoguma LafargeHolcim
ONS UCMOSHEeHUss WUNW  3aKMYeHUs
[oroBopa ¢ CyObeKTOM AaHHbIX;

e) obpaboTka Heobxoauma LafargeHolcim
and 3aWnTbl XN3HEHHO BaXXHbIX
NHTepecoB cybbekTa AaHHbIX MU MHOMO
nmua;

f) ob6paboTka Heobxoaouma ans
cobniogeHnst  3aKOHHbIX  MHTEPECOB
LafargeHolcim wunn TpeTbero nuua
(B OoTCcyTCTBME npenmMmyulecTBeHHbIX
npas nnu ceoboa cybbekTa faHHbIX).
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2.3. Accountability

LafargeHolcim has established appropriate
rules and procedures to demonstrate
compliance of its data processing activities with
applicable law and this Directive, in particular
with the principles of fair data processing. This
includes in particular documenting processing
activities in the Records of Processing Activities
and conducting data privacy assessments
where required (please refer to Section 10).

Where no such specific rules apply,
LafargeHolcim Staff must create and maintain
appropriate documentation demonstrating such
compliance of their specific data processing
activities. This must include at least any
information required to demonstrate

(&) the legal grounds and the purposes of
processing and

(b) compliance with the fair processing
principles set out above in this Section.

LafargeHolcim Staff must notify the local data
protection responsible of any personal data
processing activities and confirm
adequateness of their documentation.

LafargeHolcim General Data Protection Directive © February 2020
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2.3. OTyeTHOCTb

LafargeHolcim paspabotana Haanexative
npasuna w npoueaypbl, 4TOObI UMETb

BO3MOXHOCTb NPOAEMOHCTPUPOBATL
COOTBETCTBUE CBOUX nencranm no
obpaboTke OaHHbIX NPUMEHNMOMY

3aKkoHoAaTenbCTBY U HacTosiwen [JupekTrBe,
B Y4aCTHOCTU MNpUHUMNaAM crnpaBeannBoin
06paboTkM f[aHHbIX. JTO BKIOYAET, B
YaCTHOCTW, AOKYMEHTMPOBaHNE AEUCTBUI MO
0b6paboTKke AaHHbIX B 3anucsx o AeUCTBUAX
no obpaboTke AaHHbLIX 1 NP HEOOXOOUMOCTH
npoBefeHne OLEHKM 3aLLnTbl NEPCOHANbHbIX
AaHHbIX (cM. pasgen 10).

Ecnm He npumeHsoTca  cneumanbHble
npaeuna, MNepcoHan LafargeHolcim gormxeH
co3gaTtb " BECTM Haanexaluyto
AOKyMeHTauuio, OEMOHCTPUPYIOLLYIO
COOTBETCTBME €€ KOHKPETHbIX [OeNCTBUN
no obpaboTke OaHHbIX NPUMEHUMOMY
3aKoHOOATenNbCTBY M HacTosAWen [lnpekTumse.
Takasi JOKyMeHTauusa LOIPKHa BKIYaTh, Kak
MUHMMYM, §OOyl0 MHOopMauuio, KoTopas
Heobxoamma, 4Tobbl NPOAEMOHCTPUPOBAT:

(2) npaBoBble ocHOBaHMSA ANt 06paGoTKM
n uenu obpaboTkuy;

(b) cootBeTcTBUE npUHUMNam
cnpaBegnueon  06paboTKM  OaHHbIX,
NpMBEAEHHbIM  Bbllle B HACTOSLLEM
pasgerne.

MNepcoHan LafargeHolcim JOImKeH
yBEAOMNATE MECTHOE OTBETCTBEHHOE NULO
Nno 3alwuTe [OaHHbIX O NObLIX OeWCTBUSX
no obpaboTke nepcoHarnbHbIX  OaHHbIX
N NoATBEPXKAATb nx Hagnexawee
OOKYMEHTUpPOBaHME.
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3.

User Roles and Access Right Concept

Access to any personal data processed by
LafargeHolcim must be strictly limited on a
need-to- know basis. Responsible
LafargeHolcim manager must define a user
role for each function or group of functions
which has a need to access the data.
LafargeHolcim Staff who do not belong to a
user role may not get access to the personal
data. The scope of access must be
differentiated and limited for each user role to
the minimum scope of data required for the
purposes for which the data are processed and
the tasks and responsibilities of the relevant
user role. The access right concept detailing
the access rights for each user role must be
transparently documented in written form and
must be easily available for review and
inspection. Access right concepts should be
approved by the local data protection
responsible.

4. Sensitive Data and Children’s Data

4.1. Processing conditions

Notwithstanding Section 2.2 above, valid legal
grounds for processing of personal data of
children under the age of 16 (or other age limit
defined under applicable law) or Sensitive Data
(as defined below) are given only if and to the
extent any of the processing conditions under
applicable law applies, in particular if

a) The data subject has given its explicit
consent, unless we are prohibited by the
applicable law to rely on such consent.
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3.

Ponu nonb3oBaTenen u KOHUeNUus
npaBe goctyna

Hoctyn Kk nobblM NepcoHanbHbIM AaHHbIM,
kotopble obpabaTtbiBaet LafargeHolcim,
JomkeH OblTb  CTPOro  OrpaHMyeH no
npyvHUMNY  criykebHom  HeobxoaMMocTM.
OTBeTCTBEHHbIN 3a obpaboTky
nepcoHanbHbIX  AaHHbIX  LafargeHolcim
OOMKeH onpefenutb ponb MoNb3oBaTens
Ons Kaxaon oyHKUUK unuy rpynnbl YHKUURA,
B pamMKax KOTOpbIX HeobxoaMmo WumeTb
[oCTyn K AaHHbIM. MepcoHan LafargeHolcim,
K KOTOPOMY HenpuvMeHuma onpefeneHHas
ponb nonb3oBaTens, He MOXeT MNonyyYnTb
OOCTYN K COOTBETCTBYIOLLMM NEPCOHaNbHbIM
AaHHbIM. O6BbeM gocTyna Ans Kaxgow ponu
nonb3oBartens OOIKeH ObITb
onddepeHLmpoBaH " orpaHuyeH
MUHVMManbHbIM o6beMOM OaHHbIX,
HeobxoaMMbIM B Lensax 06paboTku AaHHbIX,
N MUHMMarbHBIM ob6bemom 3apav
1 0baA3aHHOCTEN, NPEAYCMOTPEHHbIX AN
COOTBETCTBYIOLLIEA POMM  NoNnb3oBaTeNs.
KoHuenuus npaBa goctyna, onpegenstoLlas
npaBa JocTyna Ans  Kaxgonm  ponu
nonb3oBatens, [JofbkHa  OblTb  4YeTKo
3admkcupoBaHa B NMUCbMeHHoOW  dhopme
N OOMmKHa ObITb OOCTyrMHa ans
O3HaKoMneHuss 1 nposepku. KoHuenuum
npaea [OCTyna OOMKHbl ObITb YyTBEPXKOEHbI
MECTHbIM OTBETCTBEHHbLIM FIMLOM MO 3almTe
OaHHbIX.

4. KoHdwupeHUunanbHble AaHHblIe
M OaHHble aeTen

4.1. YcnoBusi 06paboTku

HeB3aupas Ha pasgen 2.2 BbiLLe,
OencTBUTENbHbIE NPABOBbIE OCHOBAHUS OIS
06paboTkn nepcoHarnbHbIX AaHHbIX OeTewn
B Bo3pacte Ao 16ner (unu B gpyrom
BO3pacTe, onpedenieHHOM B COOTBETCTBUM
C MPUMEHUMbIM 3aKoHO4AaTeNbCTBOM)
unu KoHdpunaeHumanbHbIX JaHHbIX
(B COOTBETCTBMM C MPUBELEHHBIM  HUXE
onpegeneHnem) MMerTCcs B TEX Cryvasx U B
TOW Mepe, B KOTOPbIX MPUMEHUMbI Kakue-
nbo wm3  ycnosun 06paboTKM  AaHHbIX
B COOTBETCTBMM c NPUMEHNMBIM
3aKoHOOaTENbCTBOM, B YAaCTHOCTU €Cru:

a) Cy6'beKT OaHHbIX Oaljl CcBOEe sABHOE
cornacwue, ecnu npumeHnmMmoe
3aKoHOOaTeNIbCTBO He 3anpelwaet Ham
nonaraTbCA Ha Takoe cornacue;



b) The relevant personal data have been
manifestly made public by the data
subject.

¢) The Processing is necessary for
LafargeHolcim to carry out obligations
under employment, social security or
social protection law, or a collective
agreement.

d) The Processing is necessary for
LafargeHolcim to establish, exercise or
defend against legal claims or where
courts are acting in their judicial capacity.

LafargeHolcim Staff must contact the Data
Protection Team and obtain approval prior to
commencing any processing of Children’s'
Data or Sensitive Data. Any such processing
activities must be documented in the Record of
Processing Activities.

4.2. Definition

"Sensitive Data" for purposes of this Policy are
personal data concerning racial or ethnic origin,
political opinions, religious or philosophical
beliefs, trade union membership, sex life or
sexual orientations, criminal record, health
data, genetic data and biometric data.

5. Automated Decision Making / Profiling

5.1. Our legal obligations

LafargeHolcim must protect the rights of
individuals in relation to any automated
decision making, including profiling.
This applies to the following situations:

LafargeHolcim General Data Protection Directive © February 2020
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b) cybbekt pgaHHbIX sBHO  caenan
COOTBETCTBYOLIUNE nepcoHanbHble
AaHHble 00LWeA0CTYNMHbIMY;

c) obpaboTka Heobxoauma LafargeHolcim
ans  BbiNonHeHusi  obsizaTenbCcTBa,

npeaycMoOTpPEHHOro TPYAOBbIM
3aKoHOOATENbLCTBOM,
3aKoHOOATENbCTBOM 0 coumanbHOM

CTpaxoBaHUWN UMK coLMnanbHOM 3alumTe
W KONNEKTUBHbLIM JOFOBOPOM;

d) obpaboTka Heobxoamnma LafargeHolcim
ans nogayn, obOCHOBaHUS MCKa wunu
3alWMTbl MO UCKY WK ONst UCTOMHEHNs
3aKOHHbIX TpeboBaHuii cyaa.

[lo Havana ntobon 06paboTkn AaHHbLIX AETEN
nnu KoHdwmaeHUmanbHbIX AaHHbIX paboTHMK
LafargeHolcim gosmkeH nonyy4uTb cornacue
Mno 3awuTe AaHHbIX Ha nx 06paboTky. Jobble
Takve pgencteua no obpaboTke AaHHbIX
OOMKHbl OblTb 3adpmkcmpoBaHbl B 3anuncsx
0 OencTBusAx No obpaboTke AaHHbIX.

4.2. OnpepeneHue

TepmuH «CneumnanbHas Kateropus
nepcoHanbHbIX  OaHHbIX» AN Uenen
HacTosLLen MonnTurkm O3HavaeTt
nepcoHanbHble  AaHHbIE, Kacatowmecs
pacoBOW UMM STHNYECKOW NPUHAOSEXHOCTH,
NOMUTUYECKUX MHEHWUR, PEnUrMo3HbiX U
hrnocodckmx ybexaeHun, YneHcTBa
B MPOCOIO3HOW OpraHu3auumn, cekcyanbHom
XMU3HW WM CeKcyarbHOW  OpueHTauuw,
cBeJeHUn O CyguMMOoCTW, CBedeHUn o
COCTOSIHUM 3[0pOBbS, reHeTUYECKNX
cBeeHUn 1 BMOMETPUYECKMX AaHHbIX.

5. ABTOMaTMyeckoe NpuUHATUE
pewweHuni/popmMmupoBaHme npocpuns

5.1. Hawun npaBoBble 06s13aTenbCTBA

LafargeHolcim pomkHa 3awmwartb npasa
dusmdeckux nvy B OTHOWeEHWn nboro
aBTOMATUYECKOTO  MPUHATUS  peLLEeHW,
BKNto4as dopmmnpoBaHue npocuns.
OTO OTHOCUTCS K CUTYaUUsIM, B KOTOPbIX:
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a)

b)

LafargeHolcim takes decisions which
produce legal effects or similarly
significantly affect individuals are taken
based solely on automated processing,
i.e. without any human intervention
(automated decision making) or

LafargeHolcim uses personal data to
evaluate, analyse or predict certain
aspects concerning an individual's
performance at work, economic situation,
health, personal preferences, interests,
reliability, behaviour or location and
movement by automated processing.

Automated decisions are only admissible if they

are:

a)

b)

5.2.

authorised by the applicable law; or

based on the individual’s explicit consent.

How we comply

Before any personal data are processed in any
of the above situations, LafargeHolcim must
take suitable safeguards to protect the rights of
individuals concerned. LafargeHolcim Staff
must notify resposible manager of the Data
Protection of any business activities which may
involve automated decision making or profiling.

Resposible manager Data Protection approves
the processing activity only if the following
processes are implemented and documented:

a)

Individuals are specifically informed about
the automated decision making and the
logic behind it.
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a) LafargeHolcim npuHMMaeT pelueHns,
KoTOpble nveroT npaBoBble
nocneacTeust unu nofgobHbIM 06pasom
OKa3blBalOT CYLLECTBEHHOE BNUsIHNE Ha
dum3nyeckux  nud,  UCKIYUTENBHO
Ha OCHOBaHUM aBTOMaTU4eCKOn
06paboTKkM OaHHbIX, T. €. 6e3 yyacTtus
yernoBeka (aBTOMaTUYECKOE MPUHATHE
peLLeHunn) nnm

b) LafargeHolcim ncnonb3yeT
nepcoHasnbHble [aHHble Afsi OLEHKMU,

aHanusa unu NPOrHO3MpoBaHuWs
C MOMOLLbIO aBTOMaTU4YeCKoOn
06paboTkn  AaHHbIX  OnpefeneHHbIX
acnekTos B OTHOLLEHUMN
appekTnBHOCTH paboThl,
9KOHOMWYECKON CUTyaLMK, COCTOSHUS
300pOBbS, nepcoHasnbHbIX
npeanoYTeHU, WHTEpPECOB,
HaZEeXHOCTH, noeeneHus unu
MECTOHaxXOXOEHUsT U NepeMeLleHuns
dusnyeckoro nuua.

ABTOMaTM4eckoe npuHaTUE peLueHnn

OonycTtumMo, TONbKO €Clnn 3TO:

a) paspelueHo
3aKoHO4aTENbLCTBOM MIK

NPUMEHNMbIM

b) npenaetca c SIBHOIO
dusnyeckoro nuua.

cornacua

5.2. Kak Mmbl obecneunBaem cobnrogeHue
HOPMaTUBHbIX TpeboBaHUM

o o6pabotkn nobbIX NepcoHanbHbIX
OaHHbIX B MoboOM 13  BblleyKa3aHHbIX
cutyaumn LafargeHolcim pomkHa npuHATb
Hagnexawme Mepbl On8  3aWuTbl  Npas
COOTBETCTBYOLLNX dunsnyeckmx nmu,.
PaboTHukn LafargeHolcim JOIMKeHbI
yBEIOMUTb OTBETCTBEHHOrO pykoBOAUTENS
Nno 3almTe [OaHHbIX O NobbIX OeUCTBUSX,
CBSA3aHHbLIX C aBTOMATUYECKUM MPUHATUEM
peLueHun nnu hopmmnpoBaHmemM nNpouns.

OTBeTCTBEHHbIM pykoBOAUTENb MO 3aluTe
OaHHbIX opobpsieT gencteusa no obpaboTtke
OaHHbIX, TONMbKO €cnu  BHeApeHbl W
OOKYMeHTarbHO 3adpMKCUpPOBaHbI
cnepytoLwme npoueccsi:

a) dwusnyeckme nuua MHdopmupyoTcst 06
aBTOMATUY4ECKOM MNPUHATUM  PELLEHMNI
N NOTVKE TaKOro MPUHSITUSA PELLEHNI;



b) Individuals have the right to obtain human
intervention, express their point of view
and request that the decision taken is
explained to them.

¢) Individuals have the right to challenge the
decision.

6. Information of Data Subjects
6.1. Our legal obligations

Where personal data relating to an individual
data subject are collected from the data subject
or a third party, LafargeHolcim must provide the
data subject with certain information as defined
by applicable law in a concise, transparent,
intelligible and easily accessible form, using
clear and plain language, in particular for
information addressed specifically to a child.

A data subject means an identified or
identifiable natural person whose personal data
is subject to processing.

7. Data Subject Rights
7.1. Our legal obligations

Under certain circumstances and subject to
certain exemptions, individuals whose personal
data are being processed by LafargeHolcim
(e.g. employees, customers or other business
partners) may have the following rights in
relation to their personal data under applicable
law:

d) Rectification of inaccurate or incomplete
personal data.

e) Restriction (pausing or  stopping)
processing of their personal data.

f)  Erasure (deletion) of their personal data.

LafargeHolcim General Data Protection Directive © February 2020
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b) dwusmyeckme nuua mMerOT npaBo Ha
BMeLLATENbCTBO YeroBeka, BblpaXeHue
CBOEN TOYKM 3PEHUs, a TaKkke WUMET
npaso  notpeboBaTtb, u4TOObBI UM
OBBACHUNN NPUHATOE pPEeLLEHNE;

C) duanyeckMe nuua BrNpaBe OCMOPUTb
peLueHue.

6. WHdpopmaumsa o cybbekTax AaHHbIX
6.1. Hawun npaBoBble 06s3aTenbLCTBa

Ecnn nepcoHanbHble [aHHble, UMeloLme
OTHOLWIEHMe K  CyObeKkTy  OdaHHbIX —
dusnyeckomy nuuy, cobuparoTcsa y cybbekra
OaHHbIX unu TpeTtbero nuua, LafargeHolcim
OOMKHa npefocTaBUTb CYObLEKTY [AaHHbIX
uHdopmauuo,  KoTopast  onpepensercs
NPYMEHUMBIM 3aKoHO4ATENbLCTBOM, B
cxaTon, NpPo3payHon, NOHATHOW n
NerkoaocTynHon hopMe C MCNoNb30BaHUEM
MOHATHOIO W MPOCTOro fA3blKa, B YaCTHOCTM
nHdopmaumio, cneumanbHO aapecoBaHHYO
pebeHky.

Cy6bekT OaHHbIX O3HavaeTt
noeHTnrLMpoBaHHoe mnn
noeHTnrumpyemoe usndeckoe nuuo, Yom
nepcoHanbHble  AdaHHble  MoABeprawTCcs
obpaboTke.

7. lMpaBa cy6bekTa gaHHbIX
7.1. Hawun npaBoBble 06s13aTenbCTBa

Mpn onpepeneHHbIx 06CTOATENBCTBAX U C
y4yeTom onpeneneHHbIxX VCKITIOMEHNN
dusnyeckme nuua, UYbM MNEpPCOHanbHble
JaHHble  obpabaTbiBaeT LafargeHolcim
(HanpumMep, COTPYOHWKKU, 3aKas34uku WIu

apyrve Aenosble napTHepbl),
B COOTBETCTBUM c NPUMEHUMbIM
3aKoHOAaTesIbCTBOM MoryT UMETb

B OTHOLUEHUM WX NepCoHasbHbIX AaHHbIX
npaBo:

d) Ha ycTpaHeHue HeTovyHOCTENM Wnn
HENOJNTHOTbI NepCoHarbHbIX OAaHHbIX;

€) orpaHudeHue (BpemeHHoOEe nnu
NMOCTOSIHHOE) obpaboTku nx
nepcoHarnbHbIX OaHHbIX;

f)  ypmaneHne (6e3Bo3BpaTHOE yaarneHue)
MX NepcoHalrbHbIX AAHHbIX;



g) Objection against the processing of their
personal data.

h) Data Portability: Request that their
personal data are delivered in a structured,
commonly used and machine readable
format either to themselves or directly to a
third party if technically feasible.

i) refuse from transfer of personal data
abroad or to any third party.

7.2. How we comply

LafargeHolcim has established procedures to
ensure that LafargeHolcim complies with data
subject rights and timely, comprehensively and
transparently responds to any data subject
requests.

The details and procedures are set out in the
relevant LafargeHolcim guidelines which must
be observed by all LafargeHolcim Staff.
Responsible manager of the Data Protection is
responsible for dealing with and responding to
any data subject requests. LafargeHolcim Staff
must promptly notify responsible manager of
the Data Protection of any data subject
requests and cooperate with him in accordance
with the relevant guidelines. Data protection
requests are properly documented and
recorded by responsible staff.

7.3. Dealing with data subjects and other
data protection matters

Responsible manager of the Data Protection is
exclusively responsible for any data subject
requests, complaints, claims, questions,
requests and any other communication or
dealings with data subjects or other third parties
(e.g. the media) in relation to data protection
matters.
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g) BO3paxeHue npoTus
NX NepcoHarnbHbIX AaHHbIX;

obpaboTkn

h) nepeHocMMOCTb AaHHbIX: NoTpeboBaTb,
4YTOObI MX NEpPCOHanbHbIE AaHHbIE ObInK

nepegaHel B CTPYKTYPUPOBAHHOM,
LLUMPOKO NCcnonb3yemMom
N MawmHouYnTaemom oopmaTte nmbo nm,
nMbo  HenocpeacTBEHHO  TpeTbemy
nvuy, ecnu aTo TEXHUYECKN
OCyLLEeCTBMMO.

i) oTkasaTbcs oT TpaHCrpaHU4HOM

nepegayun nepcoHasbHbIX JaHHbIX n/unu
OT UX nepegayu TpetbmM numuam.

7.2. Kak Mmbl obecneunBaem cobnrogeHue
HOpPMaTUBHbIX TPpeboBaHUMN

LafargeHolcim paspaboTtana npoueaypbl,
KoTophble rapaHTupytoT cobnogeHve
LafargeHolcim npaB cybbekTa AaHHbIX
N CBOEBPEMEHHOE, BceoOBbemMntoLLee
M Npo3padyHoe pearmpoBaHne Ha nobble
3anpocbl cyObekTa AaHHbIX.

MogpobHas wHdOpMauma un  npoueaypsbl
npvBeaeHsI B COOTBETCTBYIOLLEM
pykoBoAcTBe Mpynnbl LafargeHolcim,
KOTOpoe [OIMKHO  cobnogatbCsd  BCEM
MepcoHanom LafargeHolcim.
OTBETCTBEHHBIA PYKOBOAWUTENb MO 3aLyUTe
OaHHbIX oTBevaeT 3a o06paboTky Bcex
3anpocos cybbekToB OaHHbIX
n pearpoBaHme Ha Hux. CoOTpygHWKK
LafargeHolcim gomxeHbl He3ameanUTENbHO
yBegomnATb OTBETCTBEHHOIO PyKOBOAUTENS
no 3awmTe daHHblX O Nobbix 3anpocax
CyOBbEeKTOB AaHHbIX U B3a C UMOAENCTBOBaTb
C HMM O BOMNPOCaM 3aliMTbl AaHHbIX B
COOTBETCTBUU c NPUMEHUMbIM
pyKOBOACTBOM. 3anpochl O 3awute AaHHbIX
Hagnexawmm obpasomM [OOKYMEHTUPYHOTCA
N perncTpupyroTcs OTBETCTBEHHbLIM
COTPYOHWKOM.

7.3. PaboTa ¢ cybbekTamum faHHbIX
M ApyrMMu acnekTamum 3awmThbl
AaHHbIX

OTBeTCTBEHHBIA pyKOBOAUTEMb MO 3aluTe
OaHHbIX HeceT NCKMIOYNUTENBHYIO
OTBETCTBEHHOCTb  3a 06paboTky  nobbix
3anpocoB, xanob, TpeboBaHun, BONPOCOB U
nobbix  gpyrux  cooblieHnin  CcyOBbekToB
OaHHbIX 1 32 B3aUMOJENCTBUE C CyObEKTaMU
OaHHbIX M OPYTUMKU  TPETBUMW  NMuamu
(Hanpumep, CMW) no Bonpocam 3aliuTbl
OaHHbIX.

10
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8.1.

a)

c)

8.2.

a)

Direct Marketing

Express consent must be obtained from
the individuals concerned prior to sending
any marketing communication to an
individual (including contact persons
working for a customer organization),
unless

we have obtained such individual's contact
details during a previous order and the
marketing relates to similar products and
services as previously ordered and

the individual is clearly and distinctly given
the opportunity to object to any marketing
communication, free of charge and in an
easy manner.

LafargeHolcim  Staff must therefore
comply with the following rules prior to
sending any advertising or marketing
material to specified individuals:

You should not send marketing material by
email unless the recipient has expressly
consented in advance or LafargeHolcim
has obtained their email address in the
course of providing similar products or
services to them (or in the course of
negotiating to do so).
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8.1.

8.2.

a)

MpsiMmon MapKeTUHr

KaKkux-nnmoo
CoOOLLIEHNI
(Bkntovas

Mepen OTnpaBKon
MapKeTUHTOBbIX

husnyeckomy niuy
KOHTaKTHbIX nmy, opraHu3aumu
3aKkasyvka) Heobxogumo  NONy4YuTb
SIBHOE cornacve COOTBETCTBYIOLLErO
dm3nyeckoro nuua Ha  OTNpaBky,
3a UCKNIOYEHVEM CryvaeB, Koraa

Mbl MONYYUNN KOHTaKTHble [daHHble
Takoro (U3NYECKoro nuua B pamkax
npeablayLliero 3akasa u MapkeTUHIoOBOe
CoOOLEeHNEe OTHOCUTCS K MNpoayKTam
n ycnyram, nogobHbIM TeM, KOTopble
Obinn 3akasaHbl paHee, u

dunsnyeckomy gy SIBHbIM n
HeOBYCMbICMEHHbIM  obpasom  6bina
JaHa BO3MOXHOCTb 6ecnnaTtHo u nerko
oTKasaTbCa OT MOMy4vyeHus nobbIxX
MapKETUHIOBBIX COOBLLEHNI.

MepcoHan  LafargeHolcim
cobnopgate  cnegytowme
[0 OTMpaBKku nobbIx peKnamHbIX
U MapKETUHIOBbIX mMaTepuanos
YKa3aHHbIM (pr3MYECKNM Nuuam.

OOrmkeH
npasuna

3anpelyaetcs OTNpaBnNATb
MapKeTUHroBble Martepuarnsl no
3NEKTPOHHOW no4Te, ecnu nonyvaTens
npeaBapuTenbHO He BbIpa3un Ha 370
aBHoe cornacue wunm LafargeHolcim
He nony4una ero agpec SMNeKTPOHHOW
noyTbl MpU  NpefocTaBlieHUn  eMy
nogobHbIX  NPOAYKTOB  unu  ycnyr
(vrn B npouecce npoBeaeHus
neperoBopoB O NpPefoCTaBleHNN TaKkuX
NPOAYKTOB NN YCNYT).

11
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b)

c)

d)

Individual's consent (marketing
permission) must be obtained for any
relevant communication channel you
intend to use (e.g. email, telephone calls
and SMS) and must be clearly and
properly documented to demonstrate
compliance and handle objections.
Consent forms and mechanisms to store
and document consent must be approved
by the Legal and the Data Protection
Team.

You must ensure that individuals who have
notified us that they do not want to receive
marketing material or who have withdrawn
their consent are not contacted.
Appropriate registers must be maintained
for reference to ensure that LafargeHolcim
complies with this obligation.

Any direct marketing message must
clearly and distinctly give the individual the
opportunity to object to any marketing
communication, free of charge and in an
easy manner. Relevant wording must be
approved by the Legal and the Data
Protection Team.

Transfer of Personal Data

Personal data may be transferred to
recipients within LafargeHolcim Group or
to third parties only to the extent such
transfer is permitted under applicable law,
required and appropriate.
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b)

c)

d)

HomkHo ©ObITb MoMydYeHo cornacue

dusmyeckoro  nuua  (paspelueHuve
Ha nony4eHune MapKeTUHrOBbIX
MaTepuanos) ans noboro
COOTBETCTBYHOLLErO kaHana

KOMMYHWKaLWK, KOTOPbIA Bbl HAMEPEHDI
ncnosib3oBaTtb (Hanpumep,
3MIEKTPOHHasA  noyta, TenedOoHHble
3BOHKM M SMS-coobuleHunst), Npyu 3TOM
Takoe cornacue [AOMKHO ObITb YeTKO

W Haanexawmm obpasom
3adMKCUPOBAHO OOKYMeHTanbHo,
4YTOObI obecneuntb BO3MOXHOCTb
NPOOEMOHCTPMPOBATL cobntogeHne
HOPMaTUBHbIX TpeboBaHui
W yperynupoBsaTtb Bo3paxeHusi. bnaHku
n MeXaHN3Mbl ans XpaHeHus
N JOKYMEHTUPOBaHUS cornacus

OOIMKHbI ObITb 0A00peHbI KOpnanyeckum

otgenom u KomaHgon no 3awurte
[aHHbIX.
Heobxogumo  ybeantbcss B TOM,

4YTO MapKeTUHroBeble mMmaTepuarnbl
He HanpaBnATCA PU3NYECKUM nnLaMm,
COOOLLIMBLLNM HAM O CBOEM HeXenaHum
Mx nonyyatb MM OTO3BaBLIMM CBOE€
cornacue. JOomKHbI BECTUCb
COOTBETCTBYIOLLIME PEECTPbI B KAYECTBE

CrMpaBOYHOM  WHpopmauun,  4TOObI
obecneuntb cobnogeHve 3Toro
obs3aTenbcTBa co CTOPOHbI

LafargeHolcim.

B nwobom npsiMOM MapKETUHIOBOM
Cco00LLEeHUN hn3NYEeCKoMyY NNLY AOSPKHA
SIBHbIM W HEABYCMbICMEHHbIM 06Gpa3om
ObITb AaHa BO3MOXHOCTb OecnnaTHO U
nerko oTkasaTbCs OT nonyyeHns
MapKeTUHIOBbIX COODLLEHUN.
CoOTBETCTBYIOLLMIA TEKCT LOIMKEH ObITh
ogobpeH HOpuanyeckum otgenom wu
KomaHaon no 3aliurte gaHHbIX.

Mepeaaya nepcoHanbHbIX AAHHbIX

lMepcoHanbHble AdaHHble MOryT ObITb
nepegaHbl nonyyatenam B [pynne
LafargeHolcim wnn TtpeTbum nuuam,
TONbKO €Cnn Takas nepegadva AaHHbIX

paspelleHa B COOTBETCTBUU
C NMPUMEHUMbIM  3aKOHOAATENbLCTBOM
N aBnseTcs HeoBXoaMMon

W Haanexatlen.

12
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9.1.

LafargeHolcim has established a Data
Transfer Guideline which describes legal
requirements for data transfers and
procedures to be observed by
LafargeHolcim Staff in detail.

In particular, the following rules apply to
personal data transfers:

Third Party Transfers

LafargeHolcim has established
procedures to ensure that any transfer of
personal data to a third party recipient,
whether acting as processor on behalf of
LafargeHolcim or as controller, complies
with applicable law. In particular, any such
data transfer must be based on an
appropriate data processing agreement
which complies with the requirements
under applicable law and if necessary —on
the basis of the consent of the data subject
for processing. These requirements apply
in particular when we engage third party
vendors and service providers (such as IT
service providers, payroll providers, IT
freelancers or data destruction
companies) who process personal data on
our behalf.
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9.1.

LafargeHolcim paspaboTana
PykoBoAcTBO no nepedaye [AOaHHbIX,
B KOTOPOM  MOAPOOGHO  onuckiBakTCA
npaBoBble TpPebOBaHMA B OTHOLLUEHWN
nepegayn [gaHHbIX U npouenypsbl,
KoTopble AormkeH cobntoaaTte MNMepcoHan
LafargeHolcim.

B YaCTHOCTH, K
NepcoHarsnbHbIX  AaHHbIX
cnegyrowne npaeuna.

nepepade
NPUMEHNMbI

I'Iepe,qaqa TPeTbUM NMnuam

LafargeHolcim paspa6otana npoueaypebl,

yToObl rapaHTMpoBaTb, 4TO Jtobas
nepegava  MNepcoHasnbHbIX  AaHHbIX
nonyyaTento — TpeTbemy nmuy,

BbICTyMatoLLIEMY B Ka4yecTBe 0bpaboTunka
AaHHbIX OT MMeHu LafargeHolcim nnm B
KayecTBe KOHTpOrepa, OCYyLLeCTBMSETCS
B COOTBETCTBUU c NPUMEHNMbIM
3aKoHO4aTeNbCTBOM. B  vactHocTw,
nobasa Takasi nepegaya gaHHbIX O0IPKHA
OCYLLIECTBNSATHCA Ha OCHOBaHu1
Hagnexatlero cornalleHms o0
00paboTke OaHHbIX, COOTBETCTBYHOLLENO
TpeboBaHUsM NPUMEHNMOrO
3aKoHoOaTeNbCTBA, a npu
HeobXoaAMMOCTM — Ha  OCHOBaHUK
cormacus cybbekta Ha o6paboTtky. B
4YacTHOCTH, atn TpeboBaHUAM
NPUMEHMMbI, KOrga Mbl 3afelcTByeM
MOCTaBLUMKOB  TOBApOB  WIM YCINyr —
TpeTbUx Nuy (Takmx Kak noctasmkn NT-
ycnyr, MNOCTaBLUMKN YCyr MNo pacyeTty

3apaboTHOM nnatbl, dpunaHcepbl B
cepe WUT wmm  KOoMOaHuMM MO
YHUHTOXEHUIO OaHHbIX), KOTOphble

O6pa6aTbIBal0T nepcoHalbHble OaHHble
OT Hallero MMeHun.

13
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9.2.

LafargeHolcim has established guidelines
on engaging vendors and entering into
data processing contracts with recipients
of personal data which explain how to
identify data transfers and the legal
requirements for the required processing
agreements. They also set out the
applicable LafargeHolcim procedures
which  must be observed by all
LafargeHolcim Staff.

Responsible manager of the Data
Protection and the LafargeHolcim legal
functions are responsible for supporting
LafargeHolcim Staff in identifying data
transfer situations, assessing if a data
transfer is permitted and concluding the
appropriate contractual agreements. Such
agreements should oblige third party
vendors who process personal data on our
behalf to comply with this Directive
accordingly.

Cross-border Transfers

A transfer of personal data to a recipient
located in a country outside of the RF that
does not provide adequate data protection
safeguards, is only admissible if additional
safeguards accepted under applicable law
are taken. Such safeguards include in
particular agreeing with the recipient the
standard contractual clauses adopted by
the RF or similar legal instruments
approved by a supervisory authority.

LafargeHolcim Staff must comply with the
specific procedures for cross-border data
transfers as set out in the LafargeHolcim
Data Transfer Guidelines.
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9.2.

LafargeHolcim paspaboTana
PYKOBOACTBO no paboTte
C nocTaBLLMKaMK n 3aKIMOYEHMIO
[oroBopoB no obpaboTke AaHHbIX
C nony4yartenamMmum nepcoHarnbHbIX

JaHHbIX, B KOTOPOM pa3bsCHEHO, Kak
naeHTUMUmMpoBaTh nepegavy AaHHbIX,
a Takke npuBedeHbl TpeboBaHus
3akoHodaTenbCTBa K  COrMnalleHusm
06 06paboTke AaHHbIX. B Hem Takke
npvBeAeHbl NPUMEHMMbIE NpoUeaypb
LafargeHolcim, KOoTopble  OOSTXKHbI
cobntogatbcs BCEM MepcoHanom
LafargeHolcim.

OTBeTCTBEHHbIA  pyKoBOAWUTENb MO
3awmTe gaHHbIX 1 KOpnguyeckun otaen

LafargeHolcim oTBevaloT 3a
npegocTaBrieHne MepcoHany
LafargeHolcim noggepxkn B 4actu

naeHTUdUKaLMN cuTyauuii nepegayu

[aHHBbIX, npaBoBOW OLIEHKN
[OMNyCTUMOCTU nepegayn  OaHHbIX
1 3aKnYeHns COOTBETCTBYIOLLNX
cornalleHun. Takune cornaleHust

OOMKHbI  005A3bIBaTb  NMOCTAaBLLMKOB —
TpeTbux nmu, obpabaTbiBaroLLmMX
nepcoHanbHble [AaHHble OT Hallero
UMEHN, COOTBETCTBYIOLWMM 06pasom
cobnopgaTb HacTosLwyo [upekTusy.

TpchrpaHMqHaﬂ nepepava AaHHbIX

Mepemavya nepcoHanbHbIX  AaHHbIX
nonyyaTteno,  KOTOPbIA  HaxoguTcs
B CTpaHe 3a npegenamm P® un He
obecneunBaeTr Hagnexawme mepbl
3alMTbl JaHHbIX, OOMYCKaeTCs TONbKO
npu yCrnoBumm NpUHATUSA
AONOMHUTENbHbIX mep 3aWwmThl
B COOTBETCTBUU c NPUMEHUMbIM
3aKOHOAATENbCTBOM.  TakMe  Mepbl
3aWmnTbl  BKIIOYAKT, B YacCTHOCTW,
corfiacoBaHune c nony4aTenem
CTaHOApPTHbIX  YCNOBWIA  [OroBopa,
NPUHATBIX Po, unun noaoBHbIX
OOKYMEHTOB  MpPaBOBOrO  XxapakTepa,
0006pEeHHbIX HAA30PHBIM OpraHoM.

MepcoHan  LafargeHolcim  gorkeH
cobnogate cneumanbHble npoueaypbl
TPaHCrpaHU4yHOM nNepedayn  AaHHbIX,
npuBeaeHHble B MonuTuke
LafargeHolcim no nepegaye gaHHbIX.

14



lMpunoxeHue Net
General Data Protection Directive / AnpektuBa «O6Lume npaBuna 3awmuTbl NEPCOHANbHbBIX AaHHBIX»

9.3. Intra-Group Transfers 9.3. Nepepaya AaHHbIX BHYTpU pynnbl

The above principles apply to personal
data transfers between LafargeHolcim
Group affiliates ("Intra-Group Transfers")
accordingly, as there is no legal privilege
for such transfers.

BblweykasaHHble NpUHUMNBI
NPUMEHNMBbI K Nepefaye nepcoHarnbHbIX
OaHHbIX  Mexay adunmnpoBaHHbIMA
nmuamm Mpynnbl LafargeHolcim
(panee — «lMepenaya gaHHbIX BHYTPU

lpynnbl»),  MOCKOMbKY Ha  Takyto
nepenavy JAaHHbIX He
pacnpocTpaHsaTCs topuanyeckme
NpVBUIErnn.
In order to avoid a multitude of bilateral YT1o0blI n3dbexaTtb NCMNONb30BaHuUs
agreements, LafargeHolcim has Pa3nnyHbIX  BEpCUii  ABYXCTOPOHHUX
cornalweHunmn, LafargeHolcim

established an Intra Group Data Transfer
Agreement which covers the key intra-
group data streams and serves to meet the
accountability and documentation

paspaboTtana CornaiwieHne o nepegade
JaHHbIX BHYTpu [pynnbl, B KOTOPOM
onpenenarTcA Krno4yeBbie NOTOKU
OaHHbIX BHYTPpU prnnbl n KOTOpoe

requirements under applicable data obecneuynBaeT cobniogeHve
protection law. TpeboBaHui K OTYETHOCTU
N OOKYMEHTanbHOMY ochopMmeHuto,

Prior to starting any business activity that
may result in an Intra-Group Transfer,
LafargeHolcim  Staff should  notify
responsible manager of the Data
Protection. The responsible manager will
confirm whether the data transfer is
permitted by applicable law, covered by
the Intra Group Data Transfer Agreement
and make any amendments to the Intra
Group Data Transfer Agreement which
may be required.

10. Records of Processing Activities

10.1. Maintaining the LafargeHolcim

10.

npenycMoTpeHHbIM NPUMEHNMbIM
3aKoHO4aTesNIbCTBOM O 3allunTe OaHHbIX.

Mepea Havanom nobGbLIX OeNCTBUR,
KoTopble MOryT npueecTu k [Nepepadve
AaHHbIX  BHYTpWM [pynnbl, [lepcoHan
LafargeHolcim  pgomxeH  yBegomuTb
0 HuUx OTBETCTBEHHOrO PYyKOBOAMTENS
no 3awute pAaHHbiX. OTBETCTBEHHbLIN
pykoBOAMTENb MO 3aluTe OaHHbIX
OOIDKEH noaTBepAuTb, paspelleHa nu
nepegada [OaHHbIX B COOTBETCTBUMU
C MPUMEHMMbLIM  3aKOHOAATENbLCTBOM,
pacnpocTpaHsieTcs n Ha Hee
CornaweHne o0 nepegade AdaHHbIX
BHYTPU [pynnbl, W BHecTM nobble
Heobxoaumble nonpasku B CornaileHune
0 nepegave gaHHbIX BHYTpY [pynnbl.

3anucu o gencTBUsIX No o6paboTke
AaHHbIX

10.1. BepeHue 3anucen LafargeHolcim

Records
LafargeHolcim maintains records of LafargeHolcim BegeT 3anucu
personal data processing activities to the 0 OeNcTBUSAX no obpaboTke

extent required by the applicable law and
in accordance with applicable law for each
legal entity within LafargeHolcim Group.

The Data Protection Team is responsible
for maintaining and updating the records.
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nepcoHanbHbIX AaHHbIX B COOTBETCTBUU
C MNPUMMEHUMBbIM 3aKOHOAATENbCTBOM
ANs  KaAoro  IOpUMAMYEcKoro  nvua
pynnel LafargeHolcim.

KomaHnga no 3auurte gaHHbIX oTBevaeT
3a BElEHWE U aKTyanu3auuto 3anucen.
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10.2. Notification of processing activities

11.

LafargeHolcim  Staff members and
organizational functions (e.g. HR, Sales,
IT, IT Security, Accounting) who use,
sponsor, monitor, manage or are
otherwise involved in a processing activity
must notify responsible manager of the
Data Protection of the processing activity
as early as possible (e.g. already in the
planning phase of a project). In case of
doubt, LafargeHolcim Staff must contact
the responsible manager of the Data
Protection to obtain guidance whether a
processing activity must be included in the
Records.

A processing activity is any business
activity, technology, product, service,
IT system or application and any other
activity which involves processing of
personal data.

Examples: New products which process
personal data (e.g. a smart meter),
a camera surveillance system, an access
control system, a new customer data base,
a new employee performance review
system, GPS location of company
vehicles, a cashless pay system for the
cafeteria, outsourcing of activities or
functions to a third party.

Prevention of "Shadow IT"

LafargeHolcim Staff are not permitted to
engage in any processing of personal data
which has not been reviewed for
compliance with data protection law and
approved by responsible manafer of the
Data Protection (also known as "Shadow
™).
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10.2. YBegomneHue o AeNCTBUAX

11.

no obpaboTke faHHbIX

Mepconan LafargeHolcim
1 OyHKUMOHaNbHbIE  noApasaeneHus
(Hanpumep, Otpen ynpaBneHus

nepcoHanom, Otgen npogax, Otaen
MHGOPMALIMOHHBIX TexHonorui, OTaen

NT-6esonacHocTy, Byxrantepus),
KOTOpble  WUCMOMb3YIT, CMOHCUPYHOT,
OTCnexusalT [OEeWCTBUS, YrNpaensoT
OEVCTBUSIMA MMM UHBIM  OoBGpasom
3a[eNCTBOBaHbI B OENCTBUSIX
no obpaboTke OaHHbIX, OOJIDKHbI
yBEeOOMIATb OTBETCTBEHHOIO
pyKOBOAWUTENS MO 3alnTe AaHHbIX

0 geATenbHOoCTM No obpaboTke AaHHbIX
Kak MOXHO paHblue (Hanpumep, yXxe Ha
aTane nnaHuMpoBaHwWsi npoekTta). B
crniyyae  BO3HWMKHOBEHMSI  COMHEHMN
MepcoHan  LafargeHolcim  gorxeH
YTOYHUTb y OTBETCTBEHHOTO
pyKOBOOWUTENSA MO 3alWTe [AaHHbIX,
OOIDKHBbI NM AencTBMA no obpaboTke
ObITb BKMNOYEHbI B 3anucu.

HenctBns no obGpaboTke [aHHbIX —
37O Ntobble  OEeNCTBUS,  TEXHOMOrUs,
NPOAYKT, ycnyra, NT-cuctema
unu npunoxeHne un nwboe apyroe
OenicTBMe, KoTopble MoapasymeBaeT
06paboTKy OaHHbIX.

MpumMepbl: HOBble NPOAYKThI, KOTOPbIE
o6pabaTbiBatOT NepcoHarnbHble AaHHble
(HanpMep, YMHBIR CYETYUK); cucTema
BMAEOHabMNAeHNs; cucTeMa KOHTpons
jocTyna; HoBas 6a3sa OaHHbIX
3aKa34yMKoB; HOBasi cucTemMa MpPOBEPKMU
appekTMBHOCTM paboTbl nepcoHana;
GPS-ngeHTndmkaums
MECTOMONOXEHUS TPaHCMOPTHbIX
CcpeacTB KOMMaHuu; cuctema
0e3Hann4yHbIX pacyeToB ans
KadpeTepus; nepegaya JencTeum
U OYHKUMIA Ha ayTCOPCUHI TPETbEMY
nmuy.

MpepoTBpalweHune TeHeBbix UT

MepcoHany LafargeHolcim 3anpelieHo
y4acTBOBaTb B obpaboTke
nepcoHanbHbIX OaHHbIX (Tarxke
n3BecTHon kak TeHeBble WT), koTopas
He ©Obina mMpoBepeHa B  4acTu
COOTBETCTBMSA 3aKoHoOaTenbCTBY
0 3almMTe  [JaHHbIX M opobpeHa
OTBETCTBEHHbIM PYKOBOBAMTENEM MO
3aluTe gaHHbIX.
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a)

b)

c)

d)

Shadow IT may expose LafargeHolcim to
significant legal, reputational and financial
risks for the following reasons:

Shadow IT is not included in record of
processing activities and, thus, cannot be
included in responses to data subject
requests.

Compliance with data protection law
requirements is not monitored and
ensured.

Data breaches in Shadow IT are not
monitored and, thus, cannot be reported
timely to the authorities or data subjects.

Data security standards may fall short of
LafargeHolcim standards.

12. Data Protection Impact Assessments

12.1.

Our legal obligations

If required by the applicable law
LafargeHolcim entities shall conduct and
document a data protection impact
assessment ("DPIA") for certain types of
"high risk" data processing activities.

The DPIA is an "assessment of the impact
of a planned data processing activity on
the protection of personal data". It is only
required, if an activity is "likely to result in
a high risk for the rights and freedoms of
natural persons".
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a)

b)

c)

d)

12.

12.1.

TeHeBble nT MoryT npuBecTu
K BO3HMKHOBeHuto y  LafargeHolcim
CYyLLeCTBEHHbIX HOPUANYECKMX,

penyTaumMoOHHbIX U (OMHAHCOBbLIX PUCKOB
no crneaylLwnm npuynHam.

TeHeBble T He BKIOYAOTCA B 3anmcb

gencteui  no  obpaboTke  AaHHbIX
N, COOTBETCTBEHHO, He MoOryT OblTb
BKIMIOYEHbl B OTBETbl Ha 3anpochl
CyObEKTOB AaHHbIX.

He oTcrnexnsaeTcs n He
obecneunBaeTcs cobntogeHne
TpeboBaHuin 3aKkoHogaTenbCTBa

no 3awnTte gaHHbIX.

Mpn TeHeBbix UT He oTcnexuBatoTcs
YTEUYKM [aHHbIX W, COOTBETCTBEHHO,
HEBO3MOXXHO CBOEBPEMEHHO COOOLNTL

o Takux yTeuykax JaHHbIX
YMNONTHOMOYEHHbIM opraHam
NN cyobekTam daHHbIX.

CraHpgapThl obecneyeHns
Ge3onacHOCTU AaHHbIX MOryT ObITb
HUXe, yem COOTBETCTBYOLLME

ctangaptbl LafargeHolcim.

OueHKa BNUAHUA 3aWUTbl JaHHbIX
Hawmn npaBoBble ob6sA3aTenbCcTBa

Ecnn ato Ttpebyetcs B cooTBeTCTBUM
C NPUMEHMMbIM  3aKOHOAATENbLCTBOM,
komnaHum  LafargeHolcim  gomkHbl
BbIMOSHATE OLIEHKY BNUSHUSI 3aluThbl
AaHHbix  (DPIA) gna onpegeneHHbix
TMNOB AENCTBMIA No 06paboTKe AaHHbIX,
KOTOpble OTHOCHTCH K BbICOKOMY PUCKY,

" OOKYMEeHTarnbHO odopmMIATb
ee pesynbTaThl.

OueHka BRUSAHUA  3alUTbl  JaHHbIX
ABNAeTcH «OLIEHKOM BINSAHNA
3annaHnpoBaHHbIX JencTeum

no obpaboTke AaHHbIX Ha  3awuTy
nepcoHanbHbIX AaHHbIX». [poBeneHuwe
Takon oOuUeHKMn Heobxoaumo, TOmMbKO
€CNnn «CyLlecTByeT BEPOATHOCTb, YTO
[encTeme nosredveT 3a cobol BbICOKUI
puck onst npae u ceobon OU3N4eckmx
nuu».
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12.2. How we comply 12.2. Kak Mbl obecneunBaem

LafargeHolcim has developed a DPIA
process on the basis of the guidance of the
supervisory authorities which is managed
by the responsible manager of rhe Data
Protection and supported by the owners
and staff involved in relevant processing
activities. The details and the process are
defined in the LafargeHolcim DPIA
Guidelines which must be complied with
by LafargeHolcim Staff.

LafargeHolcim Staff members who own or
are involved in a processing activity which
may require a DPIA must notify the Data
Protection Team as early as possible (e.g.
already in the planning phase of a project).
The DPIA must be carried out prior to
starting the processing activity. It should
be started as early as is practicable in the
design of the processing operation even if
some of the processing operations are still
unknown.

No processing activities which may require
a DPIA may commence prior to approval
by the Data Protection Team and
completion of the DPIA (where required).

The Data Protection Team is responsible
for appropriately documenting the DPIA
and its result, including any information
gathered, identified risks, advice of the
Data Protection Officer (DPO), decisions
and their reasons as well as remedial
measures taken.
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co6noaeHne HOpMaTUBHbIX
Tpeb6oBaHuM

LafargeHolcim paspaboTtana Ha ocHoBe
PYKOBOACTBA  HaA30pHbIX  OpraHoB
MPOLECC OLEHKN BRUSIHUS  3aluUThbI
OaHHbIX, KOTOpbIA  OCyLlecTBRsieTcs
nop, ynpasneHnem OTBETCTBEHHOIO
pykoBOOUTENS MO 3aluMTe AaHHbIX K
nopaepxmBaeTcs niuamu,
OTBETCTBEHHbLIMW 3a COOTBETCTBYIOLLMNE
nencteus  no  obpaboTke  AaHHbIX
N BOBMEYEHHbIM B HMX MNEpPCOHanom.
MoppobHass uwHdopmaumsa u npouecc
npvBeaeHbI B PykoBoactee
LafargeHolcim no oueHke BAWsiHUA
3aWnUTbl  AaHHbIX, KOTOpPOe [OIMKEH
cobntogatb NepcoHan LafargeHolcim.

MepcoHan LafargeHolcim, KkoTopbin
BbICTynaet B ponu niua,
OTBETCTBEHHOIO 3a COOTBETCTBYHOLLEE
penctene no obpaboTke  AaHHbIX,
ONs KOTOPOro  MOXeT NoTpeboBaTbCs
OUEHKa BIUSIHMS  3alUWTbl  AaHHbIX,
UNN NPUHMMAaET B HEM y4acTue, OOMKEH
ysegomutb 06 atom KomaHgy no
3alMTe [AaHHbIX Kak MOXHO paHblue
(Hanpumep, yxe Ha aTane
nnaHmpoBaHunst  npoekrta).  OueHka
BMUAHNS 3alUThbl JAaHHbLIX JOIMKHA ObITb
BbIMOMHEHA OO0 Havana AencTBus Mo
o6paboTke gaHHbIX. OHa gormkHa 6bITb
HayaTa Kak MOXHO paHblle Ha aTane
pa3paboTku onepauum no obpaboTke
OaHHbIX, [OaXe ecnvM HekoTopble U3
onepaumi no obpaboTke AaHHbIX eLe
He M3BECTHbI.

K BbiNnoNHeHMo gencTeum no obpaboTke
AaHHbIX, and KOTOPbIX MOXeT
noTpe6oBaTtbcs oLieHka BNUSIHUS
3aWKUTbl  AaHHbIX, MOXHO MNPUCTYMNUTL
TONbKO nocne ux oaobpeHus KomaHgoi
Mo 3awWuTe [AaHHbIX W 3aBepLUeHus
OLIEHKM BIIMSIHUS 3aLUUTbI AaHHbIX (€Cnu
€€ BbINofHeHe Heo6XoaNMO).

KomaHga no 3awuTe gaHHbIX oTBe4vaeT
3a Hagnexaulee  [OKyMeHTanbHOe
0hOpMIIEHNE OLIEHKN BMNSHUSA 3aLLUTbI
OaHHBIX N ee pe3ynbTaToB, BKIIYasi
BCHO cobpaHHyto WHopmaumtio,
naoeHTNMLMpoBaHHbIE pUcKn,
KOHCynbTaumm pykoBoauTtena OTtgena
no sawwute AaHHbiX (DPO), pelueHus

n nx obocHoBaHus, a Takke
npeanpuHaTbie KOppeKTupytoLmne
JencTBus.
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LafargeHolcim Staff remains primarily
responsible to monitor the activity and
notify the Data Protection Team of any
changes which may require a DPIA. The
Data Protection Team is responsible for
determining adequate audit and updating
cycles to confirm continuing compliance of
the processing activity.

13. Data Retention and Deletion Directive

Personal data may not be retained and stored
for longer than required. This means that
LafargeHolcim needs to delete personal data
when

a) they are no longer needed for the
legitimate purposes for which they had
been processed,

b) we are no longer required under
applicable law or by order of an authority
to retain them and

Cc) no exemption applies which requires or
permits that we continue to retain the data.

An exemption will typically apply if we need the
data for the establishment, exercise or defence
of legal claims.

LafargeHolcim Data Retention and Deletion
Directive implements these legal requirements
which must be complied with by all
LafargeHolcim Staff. LafargeHolcim Data
Retention and Deletion Directive is
complemented by local policies which define
the specific retention periods applicable to the
relevant jurisdiction or entity and other local
rules and procedures.
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MepcoHan LafargeHolcim npoponxaet
HECTM  OCHOBHYHD  OTBETCTBEHHOCTb
3a oTCrexnBaHune OencTeunm
n yBegomneHne KomaHnabl no 3awmre
[aHHbIX O MOBbbIX UBMEHEHUSIX, KOTOPbIE
MoryT nortpeboBaTb BbIMOJTHEHUS
OLEHKA BIUSIHUS  3alUUTbl  AdaHHbIX.
KomaHga no 3awumTe gaHHbIX oTBevaeT
3a onpegeneHve Hagnexalmx LUKIoB
ayauTta N aKTyanusaumm ans
noaTBEPKAEHMS NMOCTOSAHHOIO
COOTBETCTBMSA AencTBuin no obpaboTke
OaHHbIX YCTAHOBMNEHHbIM TpeboBaHNAM.

13. OupeKTuMBa 0 XpaHEeHUU U ypJaneHum
AaHHbIX

3anpelaetcs  xpaHuTb W yOoepXueaTtb
nepcoHarnbHble AaHHble AOofibllie, YeM 3TO
Heobxoaumo. 3T10 3HauuT, yTo
LafargeHolcim [OJDKHa yoanutb
nepcoHarbHble AaHHble, Koraa:

a) oHu Gonblue He TpebyoTcA B 3aKOHHbIX

uensx, B KOTOpbIX OHU
obpabaTbiBanuch,
b) oHu oonblue He TpebytoTcs

B COOTBETCTBUN Cc NPUMEHNMbIM
3aKoHOOaTeNIbCTBOM U YKa3aHUEM
YNOJIHOMOYEHHOro opraHa
0 HeobXxoaAMMOCTH NX XpaHeHuna n

C) He MNPUMEHUMbl HMKaKUEe WCKIYEHUS,
COrNacHO KOTOPbLIM Mbl JOIMKHbI UMW HaM
paspeLlleHo MNpoaoskaTe XPaHUTb 3TU
OaHHble.

WckntoyeHne obbl4HO MPUMEHMMO, €CININ HaM
HeobXxoauMbl  OaHHble, 4TOObl noaaTb,
obocHoBaTb MUCK unuM obecnevnTb 3awuTy
Mo MCKy.

OupektnBa LafargeHolcim o xpaHeHuu
W yganeHun  OaHHblX ~ BHeApsieT  9Tu
TpeboBaHMA 3akoHOAaTeNnbCTBa, KOTOpble
JormkeH  cobnogate  Becb  [MepcoHan
LafargeHolcim. [OupektnBy LafargeHolcim
O XpaHeHUW 1 yganeHuy gaHHbIX JOMOSHAT

MeCTHble NOJINTUKWN, B KOTOPbIX
onpenendarnTcda KOHKpEeTHbIe nepuoabl
XpaHeHusa OaHHbIX, npuMeHnUMbIe

B COOTBETCTBYIOLLEN OPUCAMKLUUM UK ANs
COOTBETCTBYIOLLEN OpraHM3aumMn, a Takke
MECTHble npaBuna u npowueaypsi.
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14. Privacy by Design & Default

Privacy by Design & Default applies as a
principle for the lawfulness of processing of
personal data under applicable law.

Applying Privacy by Design & Default at
LafargeHolcim means the following:

a) Privacy by Design: From the beginning of
any new service or business process that
makes use of personal data we must take
action (such as pseudonymisation) to
minimise personal data processing and
comply with the data protection laws
principles (such as data minimisation).

b) Privacy by Default: We must take action to
ensure that, by default, in each business
activity we only process the personal data
that are necessary, to an extent that is
necessary, and only store data as long as
necessary for the purpose.

LafargeHolcim has established a Privacy by
Design & Default Guidelines which gives
LafargeHolcim Staff practical guidance on how
to apply Privacy by Design & Default in practice
and explains LafargeHolcim's  relevant
procedures which must be observed by all
LafargeHolcim Staff.
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14. lpoekTupyemas sawumra
nepcoHasbHbIX AAaHHbIX U 3aWuTa
nepcoHarbHbIX AaHHbIX
no ymonyaHuio

Mpoektupyemasi 3awmta nNepcoHanbHbIX
AaHHbIX 1 3aliMTa NepcoHanbHbIX AaHHbIX MO
YMOMYaHUio  NPUMEHMMA  Kak  MpUHLUN
obecneveHus 3aKOHHOCTHU 0bpaboTku
nepcoHanbHbIX [OaHHbIX B COOTBETCTBMM
C NPUMEHUMbIM 3aKOHOAATENBLCTBOM.

MNpumeHeHne B LafargeHolcim
NpoeKkTUpyemMon  3aluTbl  NEPCOHanNbHbIX
OaHHbIX M 3alUMTbl NepcoHarnbHbIX AaHHbIX
Mo YMOMYaHUIO O3Ha4YaeT HKecrneayoLlee.

a) [poektnpyemas 3awuTa
nepcoHanbHbIX  AaHHbIX.  UHUUMMpYS
kakon-nnbo cepBuc MM BM3Hec-
npouecc, KOTOpbIN ucnonbayet
nepcoHarnbHble AaHHble, Mbl OOSKHbI
npeonpuHATL  OEeNCTBMA  (Takme  Kak

nceBoOMUHUMM3ALMS), 4yTOOBbI
MWHUMM3NPOBATb 0obpaboTky
nepcoHarnbHbIX AaHHbIX M 0becnednTb
cobnogeHve NPVHUUMNOB

3akoHogaTenbCcTBa O 3alwuTe AaHHbIX
(Hanpumep, npuHUMNA MUHUMWU3aALUK
OaHHbIX).

b) 3awwuta nepcoHanbHbIX AaHHbIX MO
yMon4aHuto. Mbl JOMKHbI NPEANPUHSTD
OencTBust, YTobbl 06ecneynTb B pamkax
Kaxxgoro genctens obpaboTky TONbKO
HeobX0AMMbIX NepPCOHaNbHbLIX AaHHbIX U
XPaHeHWe [AaHHbIX TONbKO B TeyeHue
Cpoka, HeoBX0AMMOro C y4eTOM Lenu.

LafargeHolcim paspabotana PykoBoacTtso
Nno MpPOEeKTMpPyeMoW 3alimTe nepCoHanbHbIX
AaHHbIX 1 3aLMTe NepCcoHanbHbIX AaHHbIX NO
YMOMYaHuio, KoTopoe aBnseTcs
npakTU4ecKUm PYKOBOACTBOM ans
MepcoHana LafargeHolcim B oTHOWeEHUK
TOro, Kak Mbl MpPUMEHAEeM Ha npakTuke
NPUHLMMbI NpoeKkTUupyemonm 3aWwmThl
nepcoHanbHbIX AaHHbIX M 3aLWmThl
nepcoHanbHbIX AaHHbIX MO YMOMYaHWio, U B
KOTOPOM Pa3sbsCHATCS COOTBETCTBYHOLLME
npoueaypsbl LafargeHolcim, KoTOopble
OOmkHbl cobniogatbca Bcem [lepcoHanom
LafargeHolcim.
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15. Data Security

15.2. LafargeHolcim Data Security
Standards

LafargeHolcim must implement appropriate
state of the art technical and organisational
measures to protect the integrity and security of
personal data and prevent accidental or
unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to
personal data transmitted, stored or otherwise
processed.

Data security standards applied shall include
inter alia the following:

(a) the pseudonymisation and encryption of
personal data;

(b) the abilty to ensure the ongoing
confidentiality, integrity, availability and
resilience of processing systems and
services;

(c) the ability to restore the availability and
access to personal data in a timely manner
in the event of a physical or technical
incident;

(d) a process for regularly testing, assessing
and evaluating the effectiveness of
technical and organisational measures for
ensuring the security of the processing.

The LafargeHolcim data security standards
shall be constantly monitored and regularly
audited for continuing adequateness and
compliance with applicable law.

The Data Protection Team is responsible for
providing appropriate training to LafargeHolcim
Staff in relation to compliance with the data
security policies.
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15. O6ecneyeHue 6e3onacHoOCTn
AaHHbIX

15.2. CraHpapTbl o6ecneyeHus
6e30MacHOCTU AaHHbIX
LafargeHolcim

LafargeHolcim JOMmKHa BHeOpUTb
Hagnexawme nepefoBble  TEXHUYECKMe
N OpraHusaumMoHHble Mepbl Mo 3awuTe
LLenocTHOCTU 1 obecneyeHmnto GesonacHoCcTU
nepcoHasnbHbIX AaHHbIX U NPeaoTBPaLLEHMIO
CMy4YanHOro UM HE3aKOHHOTO YHUUTOXEHMUS,
yTpaTsl, N3MEHEHWS,
HeCcaHKLMOHUPOBAHHOIO packpbITHS
nepcoHanbHbIX  AaHHbIX WM JocTtyna
K nepegaBaeMblM UMM MHbIM  0Bpasom
obpabaTbiBaeMbIM NepCcoHanbHbIM AaHHbIM.

anIMeHMMbIe CTaHAapTbl obecneyeHus
©e30nMacHOCTN [aHHbIX OOMKHbI BKMOYaTb
cpean npoyero:

(a) nceBooMMHMMM3AUMIO U LWKdPOBAHNE
nepcoHarnbHbIX AaHHbIX;

(b) cnocobHoCcTb 0GecneunTb MOCTOSIHHYHO
KOH(pMAEHUNANbHOCTb,  LIENTOCTHOCTb,
OOCTyMHOCTb M paboTocnocobHOCTb
cucTtem U cepBucoB no obpaboTke

OaHHbIX;
(c) cnocobGHocTb CBOEBPEMEHHO
BOCCTaHaBInBaTb OOCTYNHOCTb

nepcoHarbHbIX AaHHbIX 1 OOCTYN K HUM
B Cnydae Cbl/l3|/|'~leCKI/IX Nnn TexXxHNn4YecKmnx

WHUMOEHTOB;
(d) npouecc ans perynsipHoro
TeCTUpOBaHUs " OLIeHKHM
3 PeKTUBHOCTH TEXHUYECKUNX

N OpraHn3aumnoHHbIX Mep obecrneyeHus
©e3onacHoCcTn 06paboTkM AaHHbIX.

CraHpaptbl obecneyeHnss 6e3onacHocTu
OaHHbix LafargeHolcim gomkHbl NOCTOSAHHO
OTCrnexmBaTbCA W NPOBEPATLCA B 4acTu
UX COOTBETCTBMS NpUMEHNMOMY
3aKoHOAdaTeNbLCTBRY.

KomaHgoa no 3awurte AaHHbIX OTBe4vaeT
3a Hagnexauwlee o6ydeHne [epcoHana
LafargeHolcim no Bonpocam cobntogenus
NONUTUK obecneyeHusi ©esonacHocTn
OaHHbIX.
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Supervisors, Human Resources and other
functions in charge are responsible for
enforcing the data security policies and
ensuring that any breach results in appropriate
disciplinary action and additional training or
support, where appropriate.

16. Data Breach Response Procedure

LafargeHolcim has established a Data Breach
Response Procedure which defines the
processes and measures to:

a) respond to a Data Breach, including the
immediate steps and measures that must
be taken when a Data Breach is identified
to mitigate any damage and risk to
LafargeHolcim or affected individuals,
as well the roles and responsibilities for
managing a response to a Data Breach;
and

b) comply with the Company’s relevant
obligations under applicable privacy and
data protection legislation, including any
obligations to timely notify Data Breaches
to supervisory authorities or affected
individuals.

A "Data Breach" is any actual or suspected
breach of security leading to the accidental or
unlawful destruction, loss or loss of access to,
alteration, unauthorised disclosure of or access
to, or other misuse involving LafargeHolcim
Data, in particular personal data.

All LafargeHolcim Staff and any contractors
who process personal data on behalf of
LafargeHolcim must make themselves familiar
and comply with the Data Breach Response
Procedure.
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PykoBoautenu, OTpen ynpaBneHus
nepcoHanom U1 Apyrmve OTBETCTBEHHble
dYHKUNOHAmMbHbIE noapasgaenexHunsi
oTBeYalT 3a  NpPUMEHEHne NONUTUK
obecnevyeHns 6e3onacHocTH JaHHbIX,
3a NpMMeHeHne Hagnexallmnx

AVICUMNIIVHAPHbIX MEp B Criyyae HapyLleHui,
3a pgononHutenbHoe obydyeHMe U 33
npegocTaBneHne noaaepxKu.

16. Mpouenypa pearnpoBaHusi Ha YyTEUKY
AaHHbIX

Mpynna LafargeHolcim paspabotana
Mpouenypy pearMpoBaHuWs Ha  YTeuKy
[AaHHbIX, B KOTOPOW onpeferneHbl NpoLecchl
n Mepbl:

a) pearnpoBaHua Ha YTEYKy [AaHHbIX,
BKIIOYAA HEMeASeHHble LwarM U Mepbl
B Crny4yae BbISIBNEHUST YTEUKM OaHHbIX,
HanpaBfeHHble  Ha  MWHUMWU3ALMIO
ywepba un pucko ans LafargeHolcim
UnNu  3adencTBOBaHHbIX  (PU3NYECKMX
1y, a Takke ponu U OTBETCTBEHHOCTb

no yrnpaBneHuto pearmpoBaHueM
Ha YTeuKy OaHHbIX;

b) cobnogeHus COOTBETCTBYIOLLUX
o6a3aTenbcTB Komnanuw,
npeaycMoTpeHHbIX NPUMEHUMbIM
3aKoHO4aTeNbCTBOM o 3awuTte
nepcoHanbHbIX  AaHHbIX, BKMNoYas
nodble obs3aTenbcTBa no
CBOEBPEMEHHOMY yBEJOMIIEHMIO
HaA30pHbIX opraHoB unu

3aefiCTBOBaHHbLIX  (PU3NYECKUX null
06 YTeuke AaHHbIX.

YTeuka gaHHbIX — 370 ntoboe hakTnyeckoe
unm npegnonaraemoe HapyLueHne
fGesonacHocTW, npuBeflwlee K CriydarHoOMY
U HENPaBOMEPHOMY YHUUTOXEHUIO, yTpaTte
HanHbix LafargeHolcim unu notepe goctyna
K HUM, nx N3MEHEHNIO,
HEeCaHKUMOHMPOBAHHOMY  PAacKpbITUIO UMK
nonyyeHnto Joctyna K HUM nnbo K UHOMY
HenpaBoOMEpPHOMY UCMNOfMb30BaHUIO [aHHbIX
LafargeHolcim, B 4acTHOCTN nepcoHanbHbIX
[OaHHBbIX.

Becb [llepconan LafargeHolcim u ntobble
noapsguvkn,  kotopble  obpabartbiBatoT
nepcoHarnbHble OaHHble oT UMEHN
LafargeHolcim,  [gOMmMKHbI ~ O3HAKOMUTLCS
c MNpouenypon pearpoBaHus Ha YyTeuKy
OaHHbIX 1 cobnogaTh ee.
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3.

17. Breach of this Directive

All LafargeHolcim Staff are required to make
themselves familiar and comply with this
Directive. Breaches of this Directive may give
rise to disciplinary procedures and may result
in disciplinary sanctions.

18. Supporting Documentation

The Group Executive Committee mandates the
LafargeHolcim Data Protection Committee to
adopt any necessary supporting

documentation for the implementation of this
Directive such as Procedures and Guidelines.

Requirements and related MCS

As per the Minimum Control Standard 11
(Personal data protection) applicable version.

Reporting

1. Corporate level

a) LafargeHolcim Group Executive
Committee

The Group Executive  Committee
approves creating, changing or

suspending this General Data Protection
Directive.
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17. HapyweHue HacToswen OUpeKTUBbI

Becb [epcoHan LafargeHolcim pgonxeH
03HAKOMUTLCA C HacTosiwen [dunpekTusomn
ncobniogate ee. B cnyyae HapyleHus
HacToswwen OdnpekTusbl MOryT NPUMEHSTLCA
AVCLMNIMHapHble npoueaypsl
N AMCLUMMIIMHaPHbIE Mepbl.

18. ConytcTByrOLWan AOKYMeHTauus

McnonHuTenbHbIN KomuTeT Mpynnbl
npukasbiBaeT  KomuteTty  LafargeHolcim
no 3awuTe  [aHHbIX  YyTBEpAUTb  BCHO
HeobOxoavMyto CONYTCTBYIOLLYIO
OOKYMeHTauuMo Ans peannsaummn HacToswen
OupektuBbl, Takyto kak [lpouenypbl wu
PykoBoacTea.

Tpe6oBaHMA N COOTBETCTBYIOLWUN
cTaHAapT MMHUMArbHOro
koHTpons (MCS)

B cooTBetCcTBUM C OEWCTBYIOLWEN Bepcuen
CraHgapta MUHUManNbHOTO  KOHTpons 11
(3awuTa nepcoHanbHbIX AAHHbIX).

Cdepbl OTBETCTBEHHOCTU
1. KopnopaTuBHbIN YPOBEHb

a) UcnonHutenbHbIn KomuteT pynnbl
LafargeHolcim

VcnonHuteneHbln  komuteT  [pynnbl
yTBEPXAaEeT co3faHne, U3MeHeHne unu
NPUOCTaHOBKY [OEWCTBUSA HacTosALEen
Oupektmebl «O6LWmMe npaBuna 3auTbl
OaHHbIX».
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b) Group Data Protection

c)

Committee
responsible for the area covered by the
Directive

Group General Counsel and Compliance
Officer, Group HR Director, Group
Finance Director and Group Chief
Information Officer are responsible for the
area covered by the General Data
Protection Directive, for approving any
necessary supporting documentation for
the implementation of this Directive such
as Procedures and Guidelines, and for
submitting the changes to this General
Data Protection Directive to the Group
Executive Committee approval.

Group Data Protection Officer ("DPO")
and Group Data Management Office
(“DMO!!)

Group Data Protection Officer leads the
activity of the Group Data Management
Office and promotes data protection
compliance and best practice in setting
and maintaining standards and
procedures across the Group. The DPO
evaluates the existing data protection
framework to identify potential gaps in data
protection processes within all Group
subsidiaries.

The DPO advises, monitors and reports on
the implementation of this Directive,
maintains, proposes amendments and
revises where necessary the Group
General Data Protection Directive and its
supporting documentation (Directives,
Procedures, Guidelines).
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b) KomuteTt no sawmre gaHHbIx MFpynnbl,

c)

OTBEeTCTBEHHbIN 3a ccepy AencTBUA
OupekTuBbl

"eHepanbHbIN FOPUCKOHCYMbT
W OODKHOCTHOE MuLO MO BOMpocam
HOpMaTUBHOrO perynupoBanua [pynnbl,
avpektop [pynnbl No  ynpaBneHuto
nepcoHanomM, (PUHaAHCOBLIA LUPEKTOP
pynnbl M rNaBHbIN MHPOPMALMOHHbIV
avpektop pynnbl oTBevaloT 3a cdepy
nenctens OQupektmsbl «O6LWMe npaBuna
3alWmnTbl  OaHHbIX», 3a ofobpeHue
nobon conyTcTBYHOLLEN JOKYMEHTaL M,
HeobxoavmMon ans peanv3auuu
HacTosiwen [npekTmBbl, TakoM Kak
Mpoueaypbl 1 PykoBoacTBa, a Takke 3a
npencrasneHue N3MEHEHUN
K Hactosiwen  [OupektuBe  «O6Lwme
npaeuna 3awuTbl AaHHbIX» Ans WX
opobpeHus McnonHUTenbHbIM
komuTeToMm [pynnbl.

PykoBoguTtenb OTgena no 3awure
AaHHbIX Mpynnbl (DPO) n Otgen
no ynpaeneHuto gaHHbIMU
Mpynnbi (DMO)

Pykosogutens Otgena
AaHHbIX Ipynnbl
AeATEeNbHOCTbIO

no 3awmute
pykoBOAUT
OTpena no
yrpaBreHunio JaHHbIMMK Mpynnbl
n cnocobecTeyeT cobntoaeHnto
HOpMaTUBHbIX TpebGoBaHWliA Mo 3aluuTe
OaHHbIX W peanu3auun nepenoBblxX
METOAMK MO CO34aHUI0 U akTyanusauum
cTaHgaptoB UM npoueayp B [pynne.

Pykosogutens Otgena no 3awure
AaHHbIX Mpynnbl oLieHMBaeT
CYLLEeCTBYIOLLYIO HOPMaTtuBHyto 6asy

Mo 3aluTe AaHHbIX, 4YTOObl BbISABUTL
noTeHumManbHble Npobenbl B npoleccax
3aWnTbl OaHHbIX BO BCEX [O0YepHUX
npeanpusaTuax Cpynnbi.

Pykosogutens OTgena no 3awmure
OaHHbIX Mpynnbl npegocTtasnseT
KOHCynbTaLMu No BONpocaM BHeApPEHWs
HacTosilwen [dupekTuBbl, OTCNexXuBaeT
ee BHeApeHve, npepocrasnseT
COOTBETCTBYIOLLYD OTYETHOCTb, Npu
HeobxoaMMocCTH aKkTyanusumpyet
n nepecmatpuaeT Oupektuy «Obwme

npaBuna 3awuTbl AaHHbIX» [pynnbl
N CONYTCTBYIOLLYIO AOKyMeHTaUMIo
(dvpekTmBbl, Mpoueaypsl,
PykoBoacTtsa).
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The DPO acts as the independent
Responsible Person for Data Protection in
accordance with relevant data protection
laws including but not limited to Swiss
Federal Data Protection Act (DSG) and
European General Data Protection
Regulation. Locally appointed Data
Protection Officers (where required by the
applicable law), Data  Protection
Responsibles are functionally responsible
to the DPO in the area of Data Protection.

Country level

Country CEO

Each country CEO is responsible for the Group
Company’s compliance with this Directive and
shall delegate responsibilities for specific tasks to
the local data protection responsible and to
different organizational functions and units.
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Pykosogutens OTgena no 3awmure
OaHHbIX [pynnbl JencTByeT B KadecTBe
HEe3aBMCKMMOro OTBETCTBEHHOIO finua no
3awmre AaHHbIX cornacHo
COOTBETCTBYIOLLEMY 3aKOHOAATENbLCTBY
O 3awWwuTe [aHHbIX, BKIKOYad cpeau
npo4ero denepanbHbIn 3aKOH
LWseviuapun O 3awwmTe nepcoHanbHbIX
paHHblx  (DSG) wn  [eHepanbHbIf
pernameHT EC 0 3awwmTe
nepcoHarnbHbIX OaHHbIX. Mpw
HasHayveHun pykosoguTtensa OTtgena no
3almTe AaHHbIX Ha JIOKANbHOM YpPOBHE
(ecnm aTo HeO6XO0OUMO B COOTBETCTBUM
C NPYMEHUMbIM 3aKOHOAATENbCTBOM)
OTBETCTBEHHblE nNuUa No  3awure
OaHHbIX MOAOTYETHbI  PYKOBOAMTEMIO
Otpena no 3awmTe AaHHbX [pynnbl
B cdhepe 3alumTbl JAHHbIX.

YpoBeHb CTpaHbI

FeHepanbHbIM QUPEKTOP Ha YPOBHE
CTpaHbI

Kaxabll reHepanbHbI OAUPEKTOP Ha YpOBHE
CTpaHbl oTBeYaeT 3a cooTBeTcTBME KomnaHum
pynnbl HacTosiwen [OupekTmBe W LOSMKEH
nepegatb OOS3aHHOCTU MO  BbIMNOMHEHUIO
onpeaeneHHbIX 3agay MECTHOMY
OTBETCTBEHHOMY MWLy MO 3aliMTe AaHHbIX
N pasnuyHbIM PYHKUMOHAMNBHBIM
nogpasgeneHusam n otTaenam opraHusauum.

25



lMpunoxeHue Net

General Data Protection Directive / AnpektuBa «O6Lume npaBuna 3awmuTbl NEPCOHANbHbBIX AaHHBIX»

Definitions and Abbreviations / OnpeaeneHus u cokpaleHus

(Alphabetical order) / (8 annghagumHom nopsidke)

Example / lpumep
BoD / C/] Board of Directors /
CoBeT OMpPEKTOPOB
CEO /] Chief Execut|ye Officer /
["eHepanbHbI AMPEKTOp
CFO / O/ Chief Flnanczlal Officer /
®durHaHCOBbIV ANPEKTOP
CET | KOuK Corporate Financing and Treasury / )
KopnopaTtusHblie hUHAHCHI 1 KAa3HAa4YeNnCcTBO
CH / XK Corporate Holding Companies, Corporate Holdings /
KopnopaTtnBHble XONANHIOBbIE KOMNAHWMU, KOPNOPATUBHbBIE XONANHIU
CLCO Chief Legal and Compliance Officer /
[vpekTop no npaBoBoMy o0b6ecneyeHunto u Hag3opy
Data Protection Officer /
DPO
PykoBogutens Otgena no 3awmre AaHHbIX
Data Management Office /
DMO
OTgen no ynpaeneHnio 4aHHbIMU
DPR Data Protection Responsible / OTBeTCTBEHHOE NMLO NO 3aLUMTE SAHHbIX
LafargeHolcim Group, referring to the consolidated Group including all Corporate
Group / Mpynna Holding and Operating Companies. /

pynna LafargeHolcim, 4To o3Ha4aeT KoHconNMANPoBaHHyto [pynny, BKNoYasa Bce
BXOASLUME B HEE XONOMHIOBbBIE U ONEepPaLMOHHbIE KOMMNAHUN

Group affiliated
company/

subsidiary /
ApunuposaHHas
KoMmnaHus//0o4epHss
Kkomnarus pynnbl

Refers to a company where LafargeHolcim has control, regardless of whether

it is a Corporate Holding company or an Operating Company. When it is referred
to as a subsidiary, it comprises all its governing bodies, including its board, board
committees and executive management. /

KomnaHnus, koHTponupyemas LafargeHolcim, He3aBncnmo OT TOro, ABnseTcs oHa
XOMAVHIoBOW Mnu onepaumoHHon komnaHwnen pynnel. Ecnv peys naget o
A0YEepHEeN KOMMaHnm, B 3TO NOHATME BKIOYAIOTCA BCE ee PyKOBOASALLME OpraHbl, B
TOM YKCrie COBET AMPEKTOPOB, KOMUTETLI COBETA ANPEKTOPOB U UCNOMNHUTENbHOE
PYKOBOACTBO

HR /OYIl Human Resources / Otgen ynpaBneHusi nepcoHanom
IDTA Intra Group Data Transfer Agreement /

CornalueHue o nepegave gaHHbIX BHYTpU Mpynnel
MCS Minimum Control Standards /

CTaHﬂ,aprl MWHNUMAJIbHOIo KOHTPOIA
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